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To: Michele Cox <michele.a.cox@gmail.com>

Privacy Notice

At Zemax we take the privacy of your personal data seriously and take every effort to implement current best
practices in protecting your data. We minimise the collection of data required to service your requests and encrypt
the data both in storage and in transit.

As an international business we’ve decided that our approach to data protection policy will be to take the strongest
data regulations from the countries in which we operate and apply those worldwide such that all our customers
benefit from the highest global standard of protection.

Who is the Data Controller?

The Data Controller is Zemax LLC. Our office address is 10230 NE Points Drive, Suite 540, Kirkland, Washington
98033, USA. You can contact us at dataprotection@zemax.com.

For the purposes of GDPR specifically, the Data Controllers representative in Europe is Zemax Europe Ltd, 8 Riverside
Business Park, Stoney Common Road, Stansted, CM24 8PL, UK.

What your data is used for

We process the data you give to us to meet the requests you make of us, including but not limited to such things as
providing trial licenses; to satisfy or stimulate your interest in our products and services (via media such as
newsletters, webinars and whitepapers); to provide you with technical support; and of course, to process your orders
with us.

What is the lawful basis for Zemax to process your personal data?

If you are not yet a customer of Zemax your data is processed using the basis of Legitimate Interest. In this case we
believe you to have an interest in our products or services.

If you are an existing customer of Zemax then your data is processed using one or more lawful bases, including:

e Contractual, e.g. we have a current contract in place with you.

e Legal, e.g. you’'ve made a purchase with us in the past and we must hold a record of that purchase to meet
our legal requirements.

o Legitimate Interest e.g. you've demonstrated an interest in our products and services.

We regularly audit our records to check our lawful basis for holding your data, and where we find we have no longer
have a lawful basis for holding your data we will automatically delete it from our systems. We will endeavour to
contact you before deletion in case such a deletion is against your wishes.

What Categories of Personal Data does Zemax hold?

We hold broad groups of data which we refer to as ‘Business Card’ data, ‘Customer Service’ data and ‘Web Analytics’
data.

By ‘Business Card’ data we mean the contact details typically found on a business card that are required to conduct a
business to business relationship with you. Business Card data includes items such as your name, your business
contact details such as email, phone and fax numbers, your job title and your employer’s business name and address.
If you are self-employed this could also include your home contact details and address.

By ‘Customer Service’ data we mean any records of communications that have been collected during your
interactions with us.

By ‘Web Analytics’ data we mean any data related to how you consume media on our websites. This data is only
collected where you have consented to cookies. Where you have not consented to cookies this data cannot be
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attributed to you and is therefore not personal data.

Categories of Recipients

Zemax uses various suppliers who are recipients of your data by virtue of our use of their services or platforms when
servicing your requests. Categories of recipients include but is not limited to:

database providers

email exchange providers
marketing platforms

software hosting platforms
payment platforms

events and conferencing systems

In addition to the recipients described above, we may disclose personal information to respond to subpoenas, court
orders, or legal process, or to establish or exercise our legal rights or defend against legal claims. We may also share
such information if we believe it is necessary in order to investigate, prevent, or take action regarding illegal activities,
suspected fraud, situations involving potential threats to the physical safety of any person, violations of our Terms of
Service, or as otherwise required by law.

International Transfers
Your data may be processed internationally, either by our suppliers (the data recipients) or by staff employed by our
international subsidiary offices.

Most external suppliers to Zemax involved in processing your data are registered for safeguard schemes such as
Privacy Shield. Those that are not part of a registered scheme are bound to protect your data with model contract
clauses between Zemax and the supplier.

Data Retention Policy

By default, we will retain your data for 3 years since your data was obtained, or 3 years since your last interaction with
us, whichever is the greater.

If you become a customer of Zemax or are already a customer of Zemax, we will retain your data for 7 years after your
last purchase with us (in line with financial laws for record keeping), or for as long as you are an end user of our
products.

We will endeavour to contact you before deletion in case such a deletion is against your wishes.

Your Rights

In sharing your personal data with us you have the following rights which can be enforced by emailing
dataprotection@zemax.com.

The Right to be Informed
You have the right to know who holds your personal data and what it is being used for. (That’s why you’re receiving
this privacy notice, so you’re aware your data is held on our systems).

The Right of Access
You can ask us to share with you, or someone appointed by you, what personal data we hold about you at any time.
Please email dataprotection@zemax.com with ‘Subject Access Request’ in the subject line.

Right of Rectification
If you notice that the personal data we hold concerning you is incorrect in any way then you have the right to request
that we fix it.

Right to Object
Where your personal data is being processed using the lawful basis of ‘Legitimate Interest’, you have the right to
object to us processing this data.

Right to Erasure
You have the right to request your personal data is erased from our systems. Note that if Zemax has an over-riding

reason to retain your data (e.g. to comply with a legal or contractual obligation) then your data may only be partially
deleted or we may not be able to be delete it at all.

Right to Restriction of Processing
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You may ask us to restrict processing of your personal data, this right is intended to serve as a pause to processing
whilst your other rights are being exercised (e.g. you could request a pause in processing until data is rectified).

Complaints

If you have a complaint about how Zemax has handled your data then please report it to us in the first instance so we
can put things right.

If we do not deal with your concern adequately then you have the right to complain to a supervisory authority.

In the UK the supervisory authority is the Information Commissioners Office (ICO). Further information is available on
their website: https://ico.org.uk/for-the-public/raising-concerns/

Contractual requirements regarding personal data

Zemax software is sold under various end user license agreements. These require the license to be registered to a
named person and so if the registered user changes or the contact details of a registered user change, you must
inform Zemax of this.

Automated Decision Making
Zemax does not use your personal data in any automated decision making.
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Michele A Cox <michele.a.cox@gmail.com> Mon, Jun 3, 2019 at 11:10 AM
To: "Maggio, Jeffrey" <jeffrey.maggio@rochester.edu>

2 of 3 emails
[Quoted text hidden]

Michele A Cox <michele.a.cox@gmail.com> Mon, Jun 3, 2019 at 11:11 AM
To: Evernote <coxma2.0ffa0@m.evernote.com>

---------- Forwarded message ---------

From: data protection <dataprotection@zemax.com>

Date: Fri, May 31, 2019 at 4:41 PM

Subject: Your Privacy Notice from Zemax | Zemax:00060286
To: Michele Cox <michele.a.cox@gmail.com>
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